Today
- TCP teardown
- DNS

This week
- TCP milestone 1: should do meeting by today
- TCP gearup Il: Wednesday, April 1, 6pm CIT 368
- HW3 (short!): Due Friday
- TCP SRC component (short): due Friday (just push to your repo)
- (soft deadline)

- Milestone |l meetings: Mon-Wed next week



Lecture 17: TCP Teardown, DNS |

Quick Warmup: If a connection for host A starts with sequence number S, what is the sequence number for
the first data segment sent from A?

A

Client \) Sefver
“Active” side “Passive” side

Flags: SYN, SEQ: i, ACK: ___ #

.7\

Flags: SYN+ACK, SEQ: __, ACK: 5]

Flags: ACK, SEQ: 5_”, ACK:

L6

Z(Jl
> L



When does a connection end?

- Normal case: call CLOSE in socket API (VClose)
=> Need to make sure all data has arrived before we are "done"
=> When we can delete the TCB (no further retransmissions are necessary)

Error cases:
- Max retransmissions exceeded (some configurable limit)
- RST flag => immediately terminate connection



CONNECT/SYN (Step 1 of the 3-way-handshake)

----------------- > unusual event
————> client/receiver path (Start) _(

CLOSE/
—— server/sender path LISTENI- A
: CLOSEI-
Step 2 of the 3-way-handshake) SYN/SYN+ACK
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Data exchange occurs
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(Go back to start)_:



Closing a connection: 4-way "teardown" process

Either side can decide to CLOSE the connection
=> The endpoint that ends first does "active close"

=> The other endpoint does

"passive close"

Basic idea: after sending last segment, send a FIN (set FIN flag)

=> FIN is the last sequence number in connection

App calls CLOSE => send FIN

- FIN MUST be last sequence
number in data stream

- Must have sent all other data
first (in terms of sending, just like
any other normal segment)

Finw_wr|

/N - WAITL

A can't send any more data, but
could still receive data from B
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B ACK's FIN just like any other sequence
number (wait until you have all data before it)

=> B acknowledges that A is done sending
=> However, B could still have data to send

| (AT DATA
(Eamenr P B

LAST_ ALK

Eventually, app on B calls close
=> Sends FIN (as last sequence
number in data stream, just like A)
=> Once again, must have sent all
data first

CLoSED
(pece® 128)

Ack S:— AV -
Once A receives B's FIN, both /
sides have confirmed they're £
done sending, so we're done! ¢ LUAI;’ 7;::L
Z 2%
.ot are we??? ‘
CloCep
(peLere 733)

Even after all of this, the initiating side doesn’t know the final ACK was received

If the ACK was lost, B might need to retransmit its FIN, so A can’t delete the TCB yet

Solution: need to wait a while before we can delete the TCB (purges TCP state for this connection)
=> How long to wait? 2*MSL (longest time a segment might be delayed) ~2 minutes, configurable

In practice, when we close a connection, it means we’re done reading and writing
=> BUT, TCP allows you to close one side at a time (and this process is what lets us do it)



TCP St ate DI adaram (Extra detail: an edge case we didn't talk about)

CONNECT/SYN (Step 1 of the 3-way-handshake)
................. > unusual event Start
———> client/receiver path (Start)

CLOSE/-
—————> server/sender path LISTEN/- A
i CLOSE/-

(Step 2 of the 3-way-handshake) SYN/SYN+ACK

LISTEN

A
i

SYN : :
RECEIVED SYN/SYN+ACK (simultaneous open)

SEND/SYN

Data exchange occurs

-
(Step 3 of the 3-way-handshake)

| CLOSE/FIN

CLOSE/FIN FIN/ACK

CLOSE/FIN

CLOSING: used only for
"simultaneous close" =>
when both sides close at the

(Go back to start) [ JCUOSEDNN < same time (edge case)

FIN/ACK




Connecting to a server: the story so far

POV: You want to connect to some website

Some site
You '

5.6.7.8

connect(5.6.7.8, 80)

7

popr. A NAME LIEE
GOVELE . CON

\ 4

Is this how users interact with the network?? /\) 0.

Why DON'T we just want to use IPs?
- Typing them is annoying
- Would like to have names for "services" => multiple IPs
=> |Ps usually depend on where you are located on the network
- Easier to identify (for humans, for machines in some contexts)
- Client applications don't know IPs of server



What we have

|P addresses

 Used by routers to forward packets
« Fixed length, binary numbers

« Assigned based on where host is on the network
 Usually refers to one host

Examples
* 0.0.7.8 Efficient forwarding: 4
« 212.58.224.138 Human readable:

Scalable for distributed services:

e 2620:6e:6000:900:c1d:c917:8a1c:2f48

=> Need a new abstraction for “stuff” we are trying to access




What we have so far

IP addresses

e Used by routers to forward packets

e Fixed length, binary numbers

e Assigned based on where a host is on the network

e Usually refers to one host

v\
Examples

e 56.7.8

o 21258224138 (\-

o 2620:6e:6000:900:¢c1d:c9f7:8a1c:2f48 (This is an IPv6 address. IPv6 addresses are 128 bits
instead of 32 bits, but generally otherwise behave the same
as IPv4 addresses.)

In summary:

Efficient forwarding:
Human readable: P
Scalable for distributed services: P

=> Need a new abstraction for "stuff" we are trying to access



What we want: a new raction for nam

Server for

website.com
5.6.7.8

You
connect (“website.com”, 80) pEL[J\/PLE /Uﬁmt OP
J g
feom e !
connect(5.6.7.8, 80) R
What does this mean? ' "/, Jb )
SERICE / Ha

y

cs.brown.edu => 128.148.32.110

yyu

Why?
e Names are easier to remember
[ J
Addresses can change underneath
=> e.g., renaming when changing providers
Useful multiplexing sharing
- One name => multiple addresses
- Multiple names => one address




Remember ARP?
IP Address => Link layer address

L7 L1

Now: DNS
Names useful to users/apps => IP addresses

Yipdo NS cooect.comT —> 1,2.3.4
"QUESTi0m * Atwen.

Another change in layers, which enables so much more...



The original w re-DN

One file: hosts.txt

Flat namespace

Central administrator kept primary copy (for the whole Internet)
To add host, emailed that person

Download file regularly

Does it scale? lol no.

e

—> Hee

Domain Name System (DNS)
Originally proposed by RFC882, RFC883 (1983)

Distributed protocol to translate names => IP addresses
e Human-readable names ~——
o "Distributed controlh
e | oad-balancing (and more)
e Much much more...

=> Distributed key-value store, before it was cool...



An example hosts.txt
file from 1982

320 == Hkhkhkhkkkhkhkkhkhkhkhkkkdkkhhkkix

10=-Jun=82 17:48:41-PDT+11482835000000000000

Mail-from: ARPANET host SRI-NIC rcvd at 10-Jdun-82 1747-PDT
Date: 10 JuR™ISes&1742-PDT

From: Dyer

Subject: Hostname tables 10-Jdune-=82

Tos dcacode252 at USC-ISI

€e: nic /F

/VJQhEARPANET HOST NAMES AND LIAISON qﬂb&’;& 10=-Jyn=82
M (Avriop.iFy
HOST NAME LIAISON

HOST ADDRESS SPONSOR

ACC 100200054 VDH ARPA Lockwoods Gregory (LOCKWOOD2BBNC)
Associjated Computer Consultants
414 East Cota Street
Santa Barbarae California 33101
(805) 965-1023

CPUtype: PDP=11/70CUNIX)

ACCAT-TIP 1026035 ARPA McBridee William Te
(MCBRIDEQUSC=-ISIC)

Naval Ocean Systems Center

Code 8321

271 Catalina Boulevard

San Diegoe California 92152

(714) 225-2083 (AY) 933=-2083
CPUtype: H-316

AEROSPACE 10e2e0e65 AFSC Nelsons Louis Ce (LOURAEROSPACE)
Aerospace Corporation
A2/1013
PeODe Box 92957
Los Angelesy California 90009
(213) 615-4424

CPUtype: VAX=11/780¢UNIX)

AFGL 10elele66 AFSC

Cosentinos¢ Antonio
(COSENTINOQAFSC=-HQ)

Air Force Geophysics Laboratory
SUNA

Mail Stop 30

Mamernnm Asr EAaArnre Raecn o




High level DNS goals

Scalability: need to be able to have a huge number of
"records" (mappings from names => addrs)

- Lots of queries to look up names

- Lots of updates (#updates << #queries)

Distributed control: need to let people/organizations control their own
names

Redundancy/fault tolerance:
Redundant way to do lookups, provide records

Some properties about the system that make this possible:
- Loose consistency: when changing records, not a huge deal if it takes
a while to propagate (several minutes)

- Read-mostly database: writes generally infrequent, we can use lots
and lots and lots of caching



How it works
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’meﬁ e 1 M (This is a typical, recursive-style query
DNS Example

(more on what this means later))

qur o /

$ dig cs.brown.edu @10.1.1.10

; <<>> DiG 9.10.6 <<>> cs.brown.edu @10.1.1.10

;5 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8536

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;; OPT PSEUDOSECTION: TfL ({éCD/UﬂJ] -/'/(/00.7 Lonb
; EDNS: version: @, flags:; udp: 1220 70 OC{/C /ekCOK.D

55 QUESTION SECTION:
/ RESotr 7ok

;cs.brown.edu. IN A
cs.brown.edu. 1800 IN 128.148.32.12

;3 ANSWER SECTION: r-/]

;5 Query time: 69 msec Mo | opob QUM/

;3 SERVER: 1@Z1.1.1@#53(§:1.1.1e) 700k ]4}0_(0)57(_,

55 WHEN: Tue Apr 19 09:03:39 EDT 2022 ‘)
;5 MSG SIZE rcvd: 57 (CA,) NAVE MOLTIPLE



In practice: f DN rver

e Authoritative servers
Servers that "own" records for some domain

(cs.brown.edu => 128.148.x.x.)

e Resolvers

You (or another server) queries this to look up names, tries to get closer to
authoritative server

=> In most cases, you interact with a resolver, it contacts an authoritative server
if it doesn't know the answer

=> These are basically caches
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Ilterative query: step 1

$ dig cs.brown.edu @e.root-servers.net 4_5/45/( Jloor NANCKD(—VU"—

; <<>> D1G 9.10.6 <<>> cs.brown.edu @e.root-servers.net

L. . .]
;5 QUESTION SECTION: )I
;Cs.brown.edu. IN A é. G(Vﬂ"

:5 AUTHORITY SECTION: .
odu. 172800 IN NS b.edu-servers . net. No answer, but try these authoritative

edu. 172800 IN NS 1i.edu-servers.net. servers (for .edu)
edu. 172800 IN NS g.edu-servers.net.

L. . .]

;5 ADDITIONAL SECTION:

L. . .]
i.edu-servers.net. 172800 IN A 192.43.172.30

g.edu-servers.net. 172800 IN A 192.42.93.30 ]
b.edu-servers.net. 172800 IN A 192.33.14.30 Additional records: "BTW, here are the IPs for

those other nameservers to try"
;5 Query time: 123 msec => These are called "glue records" (needed because
;; SERVER: 2001:500:08::e#53(2001:500:08::e¢)  resolving b.edu-servers.net would otherwise require

33 WHEN: Thu Oct 31 08:29:45 EDT 2024 another DNS query, and possibly have a circular
;5 MSG SIZE rcvd: 839
dependency)




Ilterative query: step 2
$dig cs.brown.edu @192.33.14.30. [192.33.14.30 was IP returned for b.edu-servers.net]

; <<>> D1G 9.10.6 <<>> cs.brown.edu @192.33.14.30

’

L. . .1
;5 QUESTION SECTION:
;cs.brown.edu. IN A

N \
-+ AUTHORITY SECTION: /L@l/)
brown.edu. 172800 IN NS nsl.ucsb.edu. /r}L’b/ ﬁ Oll..lléﬂ/S
brown.edu. 172800 IN NS bru-nsl.brown.edu. /\ﬁAf{E’

brown.edu. 172800 IN NS bru-nsZ2.brown.edu.
brown.edu. 172800 IN NS bru-ns3.brown.edu.

;; ADDITIONAL SECTION:

nsl.ucsb.edu. 172800 IN A 128.111.1.1
nsl.ucsb.edu. 172800 IN AAAA 2607:f378::1
bru-nsl.brown.edu. 172800 IN A 128.148.248.11
bru-ns2.brown.edu. 172800 IN A 128.148.248.12
bru-ns3.brown.edu. 172800 IN A 128.148.2.13



$ dig cs.brown.edu @128.111.1.1 [128.111.1.1 was IP returned for nsl.ucsb.edu]
; <<>> DiG 9.10.6 <<>> cs.brown.edu @128.111.1.1
L...]

;5 QUESTION SECTION:
;cs.brown.edu. IN A

; ANSWER SECTION: L— /Q/USUDE’L ,

cs.brown.edu. 1800 IN A 128.148.32.12

;5 Query time: 77 msec
;; SERVER: 128.111.1.1#53(128.111.1.1)
;5 WHEN: Thu Oct 31 08:35:11 EDT 2024
;5 MSG SIZE rcvd: 57



Summary of what we just saw

Resolver operation

* Apps make recursive queries to local DNS
server (1)

— Ask server to get answer for you

* Server makes iterative queries to remote
servers (2,4,6)

— Ask servers who to ask next
— Cache results aggressively

Authoritative DNS serve
dns.cs.umass.edu

Requesting host
cis.poly.edu

gaia.cs.umass.edu



Preview notes on the (more common) recursive version of a DNS query
after this

Feel free to read ahead!
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More commonly, hosts perform recursive queries to larger DN 'serveg, which do the
typical iteration process (from the previous page) on the client’s behalf.

Why? All resolvers cache responses—a larger resolver is more likely to have these
entries in its cache. If the resolver has a valid answer for any of the steps, it can skip
it! (For example, if the nameserver for .edu is cached but cs.brown.edu is not, the
local resolver can skip skeps 2-3.

Who provides the closest resolver?
- Many OSes have a resolver on the local system, which acts as a local cache
- Usually, every local network has its own resolver (Brown, your home router, etc)
- These local resolvers MIGHT do iterative queries, but often do another recursive
step to a big public DNS server (like Google's 8.8.8.8, or Cloudflare's 1.1.1.1)

=> Multiple levels of caching!



057
ad — VSUAY Do THATE,

VIALL.)

V4
App —>( LA e M A CAAE

PESoyee-

ClofsIT CAcue
posavs  (Dder)
/0.1

-ty
~ [7EAES

<

//‘Kf \

L 4 a A




NoST
_— JSupy Daegué’ TONE,

JIALL.)

/4
AP —> LOAL; 14 T A CAAE

PESoyee-

ClofsfT CacilE
pisave (Dilcp)

[0.1.1.1p

J

Covtd

/ Auto e

o ? b-ﬂ——
€ b g o), )1 ()

ﬁlé Pyguc S CAuE

/@:cﬂ/éf/au
/PSTEAD

<

a A

//‘r/f \\




